Statistical analysis of health data is an essential task in healthcare. However, existing healthcare systems are incompatible with this critical need due to privacy restrictions. A recently emerged technology called Blockchain has shown great promise for mitigating this incompatibility. In this work, we aim to improve existing secure statistical analysis protocols by leveraging the blockchain technology. We propose a novel method that enables researchers to perform statistical analysis on health data in a privacy-preserving, secure, and precise manner.
I. INTRODUCTION
Blockchain is a decentralized and peer-to-peer ledger technology that adds transparency, traceability, and immutability to data. It has shown great promise in mitigating the interoperability problem and privacy concerns in the de facto medical record management systems and has recently received increasing attention from researchers [1] . Research in this field is expected to grow rapidly, as more researchers have begun to research the adoption of this new and disrupting technology [2] .
Several decentralized health data management and analysis mechanisms have been proposed to adopt the blockchain technology in healthcare to improve the quality of care delivery to patients [3] - [7] . Apart from care delivery, health data has other important applications such as education, regulation, research, public health improvement, and policy support [8] . However, existing privacy acts, such as HIPAA [9] , restrict healthcare providers from sharing patients' data. Therefore, to enable research institutions to conduct research on private health data, a secure system is needed that provides accurate analysis results to the researchers while preserving the privacy of patients.
In this paper, we propose a novel privacy-preserving method to perform statistical analysis on health data in a distributed blockchain network. In this work, we aim to increase the security level of the data and, at the same time, to minimize the amount of unnecessary information being exposed to thirdparties.
II. RELATED WORK
Secure multi-party computation (SMC) has been an active research area for several decades. Andrew Yao introduced this concept to the scientific community in 1982 in a problem that is known today as Yao's Millionaires' problem [10] . The problem discusses two millionaires who wish to find out who is richer without revealing their actual wealth. The solution involves the utilization of one-way functions in interactive communications between the parties. Later, a more generalized solution was introduced in another work by Yao in 1986 [11] . The work discussed the generation of a random integer N = p.q such that its secret (p, q) is hidden from both parties individually but is recoverable jointly whenever needed. Yao also introduced workarounds for secure computations between two parties. Goldreich, Micali, and Wigderson followed Yao's works and introduced two, secure, multi-party computation methods in 1987 [12] , [13] . Sheikh et al. [14] classified solutions for SMC problems into three categories: Randomization, Anonymization, and Cryptographic.
A. Randomization Methods
Randomization is another method for performing secure multi-party computations over private data. In this method, parties add random noises [15] or swap values [16] , [17] in their original datasets and form distorted datasets in order to protect their private values. Randomization protocols deal with the trade-off between the precision of computations and the security of private values in a database. These protocols try to maximize the accuracy of computations over distorted datasets while preserving the confidentiality of private data. Cliftonet et al. [18] proposed a secure sum protocol that allows multiple parties to compute the sum of their private data while keeping the confidentiality of their private data. However, randomization protocols usually increase the size of datasets and decrease the precision of computation results.
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B. Anonymization Methods
Data de-identification is another commonly used method for performing secure computations over private data. Kanonymity [19] is an example of this method, introduced by Sweeney in 2002. This method derives the dataset D from the original dataset D in a way that, for any attributes a in D, there are at least k instances in D . However, anonymized or pseudo-anonymized databases are prone to social engineering attacks. Ashwin et al. [20] have identified two re-identification attacks against this method.
C. Cryptographic Methods
In [21] , the authors proposed a method for supporting private data in a Hyperledger Fabric channel. The proposed method requires modification of the underlying structure of Fabric's network for adding two new components. As a showcase, the authors implemented an auction application and stored encrypted reservations and bidding values privately on the ledger. Their results showed a 0.3 s transaction execution time. However, their method requires some clients to have access to the same private keys that peers use for data encryption, which may raise some security concerns and may not be suitable for the statistical analysis of health records. Compared to our work, we do not require any modification in the underlying Hyperledger Fabric structure and do not distribute the private key between the peers. Our method can be plugged into existing blockchain applications and used instantly.
The authors in [22] - [24] , proposed privacy-preserving techniques and protocols for securely computing statistical analysis methods. However, their proposed protocols are highly interactive and require many data exchanges between the participating parties. Our work is an attempt to reduce this complexity by using the blockchain technology.
III. PROPOSED METHOD
In our method, we use blockchain technology to increase the transparency, accessibility, and integrity of the data and the Paillier cryptosystem to preserve the confidentiality of private data. Our protocol is designed for a network with several data custodians and researchers. We assume data custodians are joined in a blockchain network channel and maintain a shared and distributed ledger. Additionally, researchers use APIs provided by the network for their communications. They can send requests to data custodians and ask for the results of a specific query. Each data custodian will compute the results of the query and encrypt using the Paillier cryptosystem. Smart contracts are utilized to calculate the outcome and preserve the privacy of the data. Data custodians include health providers, insurance companies, etc. In the blockchain network, data custodians joined in the same channel are also maintainers of the ledger. Thus, they can read data stored on the ledger. On the other side, researchers are end-users of the network, and their access to the ledger can be controlled using Access Control List (ACL) rules. In our framework, researchers are expected to not reveal any data to other parties.
A. Proposed Method
The proposed method consists of five steps ( Fig. 1 ) and proceeds as follows:
1) The first step contains tasks that should be carried out by the researcher. In this step, the researcher sets up a Paillier Cryptographic system with a private key SK r and a public key P K r . Next, the researcher stores the private key SK r in a secure database and submits a query proposal to the blockchain network. The proposal contains a description of the query and the public key P K r . 2) A smart contract generates a new asset for the requested query and assigns it to the researcher. 3) Data custodians calculate the variables for the requested query, encrypt the values with the public key P K r , and submit the encrypted values to the blockchain network. 4) After all data owners have submitted their values, a smart contract aggregates them and stores the final result. This smart contract uses the homomorphic properties of the Paillier cryptosystem to calculate the final result. It will store the encrypted result on the blockchain, which can only be decrypted using the private key of the researcher (SK r ). 5) The researcher receives the values, decrypts them, and uses them to calculate the associated statistical method function. We have demonstrated how the proposed framework could be used to jointly calculate a statistical method and transfer its value to the researcher securely. All query results will be securely encrypted using the researcher's public key and then stored on the ledger. Therefore, the encrypted data on the ledger is only decryptable by the researcher. Also, the researcher's access privileges can be restricted to specific values using ACL rules defined by the data owners and enforced by the blockchain network. For example, using these rules, the data owners can prevent the access of researchers to the partial values. Next, we show how some statistical functions can be securely calculated using the proposed method.
B. Secure Count
Count is a simple statistical function that represents the number of instances in a dataset. Calculating count using our proposed method consists of two steps: 1) Each data owner calculates and encrypts the number of instances in their dataset and submits the result to the blockchain. 2) A smart contract will aggregate the encrypted values from each data owner and store the result on the blockchain.
3) The researchers receive the final value by decrypting the value obtained from the previous step. Using these three simple steps, the data user receives the total number of instances without attaining any knowledge about the actual number of instances within each organization. The count function has only one variable, which is the total number of instances. However, some statistical functions have more than one variable. A similar approach to this method, is used to calculate functions with more calculations.
C. Secure Mean
In a distributed dataset, Equation 1 can be used for calculating the average value of instances.
In our framework, each party calculates, encrypts, and submits the sum of their n and x variables to the blockchain network (Table I) . Then, smart contracts aggregate the shares, denoted with A (Equation 2) and N (Equation 3), using Paillier homomorphic properties and providing the values to the data user.
TABLE I SHARES OF THE DATA FOR A SECURE MEAN

Data Owners Shares
. . . . . . . . .
Homomorphic Addition
Next, the data user decrypts the aggregated results and receives the sum of x and n values (Equations 4 and 5).
Finally, the data user calculates the final mean value using Equation 6 .
A similar approach can be used to calculate variance, skewness, and some other statistical analysis methods. More statistical methods are also studied in [22] , [24] that can be adapted to the proposed framework.
IV. EVALUATION
The performance is evaluated by the deployment of a blockchain network that runs the proposed framework and by studying the latency of secure multiparty computations in various configurations. In the next section, we review the variables used in the experiments.
A. Variables
There are two classes of variables in every experiment: dependent variables and independent variables. The values of dependent variables depend on the values of independent variables. The response time of servers (RT) is usually considered as the bottleneck of blockchain applications, so, we used this variable as the dependent variable. This variable describes the average amount of time that it takes for clients to receive a response after sending their requests to the servers. We have identified the following independent variables in our proposed method.
• Key Size: Key size in cryptosystems like Paillier is one of the important factors that determine how fast the cryptosystem runs. There is a trade-off between the key size and how secure the key is. Smaller keys run faster, but they are more prone to brute-force attacks. • Statistical Analysis Methods: Statistical analysis methods in our proposed framework have different numbers of variables. For example, to compute the Mean method, two variables are to be computed by the parties. However, for Variance, there are three variables. More variables result in more computations for the blockchain nodes. • Request Type: There are two types of requests in a Hyperledger Fabric API, GET requests and POST requests. GET requests refer to requests that read data from the distributed ledger. These kinds of requests do not commit any changes to the ledger and, therefore, run faster. Conversely, POST requests are used for submitting transactions that modify the ledger. Additionally, POST requests require reaching consensus among the blockchain nodes; thus, they take a longer time to process. • Number of Organizations: Our proposed algorithm works in a distributed environment, and each organization shares its part of the computations. Increasing the number of organizations means more calculations, which is expected to increase the overall execution time.
B. System Configuration
Specifications of the server used in our experiments are described in Table II .
C. Experiments
In the following experiments, we consider the abovementioned cases as the independent variables and consider the response time of the blockchain network as the dependent variable. We communicate with the blockchain network using a REST API provided by Hyperledger Composer. The REST API connects to a Hyperledger Fabric blockchain network and communicates with the clients using HTTP requests.
D. Key Size
We used four different key sizes for the Paillier Cryptosystem implemented in our framework to study its impact on the performance. Keys were generated using the Paillierjs NPM Package [25] written in JavaScript language. The NIST recommends 2048-bit keys as the standard key size [26] . So, for the sake of simplicity, we use a 2048-bit key in the following experiments. In this experiment, we used 10 organizations to jointly and securely compute the overall average value of their datasets using different key sizes. A summary of the results is provided in Table III and illustrated in Fig. 2 . 
E. Statistical Analysis Method
Statistical functions have different numbers of variables in our proposed method. The purpose of this experiment is to identify the impact of increasing variables in the practical complexity of the proposed framework. We compare the proposed secure count, mean, and variance methods that have one, two, and three variables, respectively. For each number of variables, we sent 10 requests to the blockchain network. The results are illustrated in Fig. 3 .
F. Request Type
Two types of HTTP requests, GET and POST, were used to communicate with the blockchain network. GET requests retrieve data, and POST requests submit transactions to the blockchain network. In the proposed framework, researchers submit proposals for their queries using POST requests and receive the results using GET requests. Similarly, data owners submit their values using POST requests and receive information about queries using GET requests. Nodes in a Hyperledger Fabric network store the latest value of the variables in a separate database called the State Database. GET requests are expected to operate faster because they make peer nodes to retrieve data from their local state database. Thus, we assume that the number of nodes does not have any impact on the latency for GET requests. Opposite to GET requests, POST requests are used to submit transactions to change the state of the variables in the blockchain, and these transactions need to go through a consensus process among the peer nodes, which takes a longer time to execute [27] . In this experiment, we aimed to find the time difference between regular GET and POST requests in the deployed blockchain network. A summary of the experiment variables and their values is shown in Table IV . The results for this experiment are shown in Fig.  4 . 
G. Number of Organizations
The number of participating organizations in a secure multiparty computation is another important variable that impacts the number of required calculations.
In this experiment, we used our model with different numbers of participating organizations. Fig. 5 presents the results for this experiment.
V. CONCLUSION
In this paper, we discussed the important usages of electronic health data, from education and regulation to public health. We examined the major obstacles to efficiently use these important data, which have roots in strict privacy acts and isolated data silos. In this work, we proposed a novel solution for performing statistical analysis on private health data. We aimed to increase the accuracy of data analysis protocols while preserving the privacy of patients. To achieve this goal, we leveraged the blockchain technology and the Paillier encryption algorithm. Smart contracts were used to carry out mathematical operations on the encrypted records in a secure manner. We were able to successfully deploy the proposed framework on Hyperledger Fabric which is a permissioned and consortium blockchain platform. Our experimental results showed the feasibility of this method with an average of 3 processing time for 10 organizations that securely compute a regular mean statistical method. We also tested our method with both the standard 2048 key size and a larger 4098 key size. The 4098 key size added an average of 1.2 seconds computation overhead. However, this overhead highly depends on the computation power of the blockchain nodes and is expected to decrease as computers become more powerful.
VI. FUTURE WORK
As part of our future work, we aim to test the scalability of this method in a large network of blockchain nodes. Our method was tested on a single blockchain node; however, to better examine the scalability of this method, a larger environment would be preferable. Also, the main bottleneck of our proposed method, as the results of our experiments show, is the data aggregation part, which is carried out by the smart contracts. When data are encrypted using a standard 2048 key size in a Paillier cryptosystem, they would have a length of around 1,233 digits. However, large numbers are not natively supported in JavaScript. Consequently, we needed to add the Big-integer JavaScript library [28] to our smart contracts. Therefore, we expect that by detaching the Big-integer library from our smart contracts and by using a native approach, we can increase the overall processing speed and achieve a better result. The development of such a native approach is another part of our future works. Lastly, we adapted four statistical methods, which are count, mean, variance, and skewness, in our proposed framework to demonstrate its feasibility. Adaptation of more secure statistical methods is moreover in our future plans to improve this research.
